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Background

RSA is too heavy for low -cost devices (e.g., MCUs)



Background



Background

Requires RSA-4096 to get A+



Preliminaries

ÁHow does an MCU accelerate RSA?

ÁHow do we computeRSAfast?

Montgomery Modular Multiplication

Chinese Remainder Theorem



Preliminaries: Montgomery Modular Multiplication



Preliminaries: Montgomery Modular Multiplication

ÁThe modulus is a k-bit prime number p.

ÁLetR=ςȢ

ÁA numberὥin its Montgomery form is

ὥ ὥẗὙÍÏÄὴ

ÁThe Montgomery Modular Multiplication is defined as

ὥṧὦ ὥẗὦẗὙ ÍÏÄὴ



Preliminaries: Montgomery Modular Multiplication

ÁWith Montgomery modularmultiplications

ÁTurn a number into Montgomery domain

ὥ ὥṧὙ ὥẗὙÍÏÄὴ

ÁTurn a number back

ὥ ὥṧρ



Preliminaries: Chinese Remainder Theorem

ÁRaw RSA

ÁPublic key: ὴȟήȟὩ

ÁPrivate key: ὴȟήȟὨ. Plaintext ά ὓ ÍÏÄὔ.

ÁRSA-CRT

ÁPublic key: ὴȟήȟὩ

ÁPrivate key: ὴȟήȟὨȟὨȟή , where

Ὠ ὨÍÏÄὴ ρ, Ὠ ὨÍÏÄή ρ, ή ή ÍÏÄὴ

RSA-4096

4096-bit

2048-bit



Preliminaries: Chinese Remainder Theorem

2048-bit

4096-bit


