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STM32L562E Cortex-M33 at 110 MHz

Symmetric Algorithm

Software (MB/s)

Accelerated (MB/s)

AES-CBC-128 0.121 4.468

AES-GCM-128 0.008 3.662

SHA-256 0.136 1.855

Asymmetric Algorithm Software (ops/sec) Accelerated (ops/sec) Accelerated (ops/sec)
SP Math Cortex-M ST PKA ECC

RSA 2048 public 9.208 18.083 18.083

RSA 2048 private 0.155 0.526 0.526

DH 2048 key gen 0.833 1.129 1.129

DH 2048 agree 0.411 1.128 1.128

ECC 256 key gen 0.661 35.608 10.309

ECDHE 256 agree 0.661 16.575 10.619

ECDSA 256 sign 0.652 21.912 20.542

ECDSA 256 verify 1.014 10.591 10.667

RSA Is too heavy for low -cost devices (e.g., MCUS)
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Espressif’s ESP32-C3 Wi-Fi + BLE SoC
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Security

ESP32-C3 ensures that the availability of features, such as the|RSA-3072-
based secure boot and the AES-128-XTS-based flash encryption, can be

used to build connected devices securely. The innovative digital signature

PKA main features:

e Acceleration of RSA, DH and ECC over GF(p) operations, based on the Montgomery
method for fast modular multiplications. More specifically:

— RSA modular exponentiation, RSA Chinese remainder theorem (CRT)
exponentiation

—  ECC scalar multiplication, point on curve check
— ECDSA signature generation and verification
e Capability to handle operands up to|3136 bits for RSA/DH|and 640 bits for ECC.

e Arithmetic and modular operations such as addition, subtraction, multiplication,
modular reduction, modular inversion, comparison, and Montgomery multiplication.
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Preliminaries

A How does an MCU accelerate RSA?

Montgomery Modular Multiplication

A How do we computeRSAfast?

Chinese Remainder Theorem



Preliminaries: Montgomery Modular Multiplication
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Preliminaries: Montgomery Modular Multiplication

A The modulus is &-bit prime numberp.
AlLetRx 8
A A number®in its Montgomery form is
® otYlI T A
A The Montgomery Modular Multiplication is defined as
W w ototy 11T A4



Preliminaries: Montgomery Modular Multiplication

A With Montgomery modulamultiplications
A Turn a number into Montgomery domain
D 08 Y otYl T A
A Turn a number back
W WS p



Preliminaries: Chinese Remainder Theorem

A Raw RSA RSA-4096
A Public key:nhihQ
A Privatekey:(NMMQ). Plaintexts 0 1 T [&] «= 4096-bit

A RSACRT

A Public key:nmhQ
A Private key(nmhQ KQ hy ), where
Q QiT A plQ QTRE) pln n 11 K| e= 2048-bit




Preliminaries: Chinese Remainder Theorem

= 2048-bit

= 4096-hit




